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Even Open Source Components with 
Active User Communities Are Still 
Vulnerable

A large network of users is unfortunately not 
enough to keep an open source project fully 
secure. Java, arguably one of the larger open 
source projects, was reported to have 1 
vulnerability for every 16 components. 

From a developer perspective, they will look 
for components that give them what they 
want, but will only rarely check to see if it is 
vulnerable. 

Proprietary Application Security 
Testing Tools Will Not Protect Your 
Open Source Code

Solutions like SAST and DAST work very well 
for proprietary code, sifting through the lines 
of code to find the potential flaws before your 
product is released. However, it’s not 
effective when it comes to open source. 

These tools will burn time searching through 
your open source components, turning up an 
ocean of false positives that your team won’t 
be able to truly resolve.   

When It Comes to Open Source 
Vulnerabilities, There Are No False 
Positives

False positives are the bane of every security 
team’s existence. While this can be significant 
headache for proprietary code, open source 
security done right is immune to this problem. 

When a new vulnerability is uncovered by 
researchers, MITRE will carry out the verification, 
thus saving you the effort. Once a component 
has been identified as vulnerable, you just 
need to make sure that components with 
known vulnerabilities don’t make it into your 
environment. 

The Majority of Vulnerable Open 
Source Have Available Fixes

GOOD NEWS ALERT! Open source projects 
are maintained by communities that love and 
use them. When a vulnerability is discovered, 
the community alerts the team that maintains 
it, giving them a grace period between 60-90 
days to come up with a patch before it goes 
public. 

During this time, a CVE number is reserved so 
that it can be referenced later, without providing 
any details. At the end of the grace period, 
developers from the community come out 
with a fix. 

The Race Against Hackers is On 

Open source vulnerabilities are a boxed gift 
with a bow tied on top for hackers. 
Vulnerability databases like the NVD announce 
to them when a new exploit has been found, 
saving the work of having to search for it 
themselves. 

Since so many open source projects are used 
across organizations, hackers have an 
advantage in that they can try the exact same 
exploit again and again, as they know that far 
too many organizations will be slow in 
patching.

Prioritize Remediation Activities 
Based on the CVSS

Not all vulnerabilities are created equal, so 
don’t treat them the same. When vulnerabilities
are listed on the NVD with their CVE details, 
the good folks at NIST include a severity 
rating called the Common Vulnerability 
Scoring System (CVSS) to let us know how 
risky a component really is, in their estimation 
of course. 

The assessment comprises the vulnerability’s 
impact concerning the Base, Temporal, and 
Environmental metrics.

You Are Accountable for the Open 
Source Components in Your Products

One of the big lessons from the Equifax breach 
that saw the theft of personally identifiable 
information belonging to more than 145 million 
people, was that many of the key leaders and 
the company itself were held liable by the 
public for failing to protect their apps. 

The company saw its database hacked 
through a vulnerable version of Apache 
Struts2, a component that had been declared 
to be vulnerable months before the breach is 
believed to have occurred.

7 Facts 
Every CISO Needs To Know About 
Open Source Security

With great power comes great responsibility, 
and securing your organization’s open source 
components comes with a different set of 
considerations that every CISO should know.
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