
Review email security - 
Email is one of the main entry points of Email is one of the main entry points of 
ransomware into your company. Be sure 
that your email servers are equipped with 
an anti-virus scanner and spam filters so 
the contagious content cannot even reach 
users’ mailboxes. 

Operating System patching - 
A game of whack-a-mole, patches are the A game of whack-a-mole, patches are the 
industry’s way of learning from its 
mistakes. But if your org isn’t patching 
consistently and on time, you are open to 
significant risk. Have a system in place to 
automate this process at least once a 
month. 

Restrict admin privileges - 
The keys to your castle, hackers can wreck 
havoc with the right credentials. Reduce 
your risk for deeper penetration by limiting 
the number of employees holding admin 
privileges.

Multi-factor authentication - 
A good backstop measure, keep the bad A good backstop measure, keep the bad 
guys out of your network even if they steal 
credentials. Protect your cloud and other 
sensitive info by requiring users to 
authenticate with a secondary device that 
is harder to clone. 

Test the backup process - 
Armageddon is here and your data is lost. 
All is lost. The only question now is wheth-
er your backups have held up. Do test runs 
to be sure that your data will be available in 
a crisis. 

Keep antivirus up to date - 
An easy one. While it may not stop that 
next level NSA 0day, avoid plenty of 
forehead smacking later by making sure 
that all your AVs are up to snuff across your 
organization.

To plug the gaps in your security, here are 6 quick-win 
steps covering Endpoint and Network security, and of 
course Backups, that can be put in place within three 
months to help keep you and your team just a little bit 
safer. 

Unfortunately, hackers could be planning now to lock-
down the data that is essential to your company’s opera-
tions. 

Endpoint Security 
The endpoint is your first and last line 
of defense, so guard it well

Network Security 
A hacker in your network is like a fox in 
the hen house

Your 6 Tips for Fighting Ransomware

Threat Surfaces to Consider 

Protecting your organization from ransomware attacks 
can be a lot easier than you may have previously thought. 
Having a long term strategy for increased security is 
important but can take time to properly develop and 
implement.

Fighting Ransomware 

Your Cheat Sheet


